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Research Briefing – ‘How do we make it harder for hackers to steal your 

identity’ – ‘Under-resourced police can’t track down your identity thief’ 
 

Purpose  

 The incidence of Identity Theft is booming. Unfortunately very few criminals are caught and 

prosecuted. 

 Diagram below from report by Attorney General and Australian Institute of Criminology “Identity 
crime and misuse in Australia 2016”: 

Estimated number of identity crimes in 2014-15, compared to those that were prosecuted 

 

 According to the same report the annual cost of identity crime in Australia is $2.2b. We can quote 

endless statistics to show that Identity Theft is now a major threat to the average consumer. For 

example (the same report as above states): 

o In a 2016 survey, the Australian Institute of Criminology (AIC) found that 8.5% of respondents 

experienced some form of misuse of their personal information in the previous 12 months, 

with 4.9% of all respondents incurring out-of-pocket losses as a result of this misuse. 

o An Australian Bureau of Statistics (ABS) survey found that around 6.4% of the Australian 

population aged 15 years and over reported being victims of identity fraud1 in 2014-15. This 

is greater than the 4% noted in the 2010-11 ABS survey. 

o This makes identity crime more common than other forms of personal and household theft 

related crimes. Unsurprisingly, identity crime continues to be of concern to Australians, with 
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96% of respondents to the AIC surveys perceiving misuse of personal information to be either 

a ‘very serious’ or ‘somewhat serious’ issue. 

 Until it happens to you or someone close to you. It happened to one of my work colleagues who 

is technology savvy, cyber security aware, and more than capable to look after himself.  

 It took him months to recover.  

 What he went through the average person would not be able to cope with. And there was really 

no help for him from anyone – in fact the authorities and his suppliers (email company, telco, bank 

and other vendors) were turning on him trying to blame him to cover their own incompetence 

and complicity with the thieves, and manage their exposure and liabilities. 

 

Why isn’t the bank and the telco helping you? 

 For the bank and the telco – it is easier to blame the customer than it is to fix the problem. Most 

companies (with few rare exceptions) will attempt to manage their exposure using terms and 

conditions in the user agreement to shift the liability back to the customer. They do not want to 

spend money helping the customer because it erodes their margins or it makes their service or 

product too expensive or uncompetitive. 

 Someone has to pay. And that someone is the customer because nothing in life is free. But we’ll 
come to that a bit further down. 

 You can’t rely on good old customer services or companies wanting to do the right thing in order 

to attract customers. This is because most companies in Australia operate in a limited competition 

environment. We as customers may have two to three to four options but ultimately we have 

limited choices. Think banks, airlines, telcos, utilities (electricity and gas), grocery chains (maybe 

a couple of extra options there).  

 Therefore legislation and regulation is necessary. 

 

Why are the authorities – politicians, police and the courts so far behind reality? 

 In practice there is a fine line governments and/or police can’t cross to catch the thieves. This is 

because they can’t infringe your legal rights (or anyone else’s for that matter including the 

criminals’ rights) and/or basic freedoms. The authorities have to practice a high standard of 

behaviour and obtain warrants and court orders in order to take certain action. It’s almost the 
equivalent of ‘swimming with their hands tied behind their backs’. Identity thieves can and do 

move fast especially at times they know people are vulnerable and there is limited protection for 

their targets – such as public holidays and weekends. 

 Not only are police not always empowered to catch most crooks, but they are not funded or 

resourced to do so, and there is too much risk involved in chasing the crooks. Below certain 

thresholds criminals can operate quite openly and with impunity especially during public holidays 

and outside normal operating hours for police. Unfortunately the likelihood of being caught is 

remote. 

 The only way to reduce the incidence of identity theft is to make it very hard for potential 

perpetrators to commit such crimes. 
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What should we do to make it harder for hackers to steal your identity?  

 Ultimately it comes down to consumers being willing to sacrifice some ‘usability’ or ease-of-use 

on their devices in order to be safer or better protected. It may also mean being willing to pay 

extra for protection either in the form of insurance or additional service from your supplier. 

There is much we can and should do: 

 Make it more difficult to port a mobile phone from telco provider to another. Currently it is too 

easy. You probably don’t realise how much your smart phone knows about you. You may even use 
it to make payments. The bank may be using authentication on your mobile phone to enable 

transactions. This can be achieved in a number of ways but does involve compromise by 

consumers. For example: 

o Do a 100 points identity check same as opening a bank account; 

o The telco to be formally required to have a 48 hours cooling period (2 business days) during 

which time the telco must contact / confirm the identity of the requestor by emailing or 

calling owner (independent channel to make sure it is a valid request); 

o Ask the requestor to provide biometrics (fingerprint, facial recognition, or voice print) to be 

checked against a police database for potential fraud. Smart phones already use all those 

biometrics; 

o Force the requestor to physically have mobile phone with them in person before any request 

is processed; 

o Place the onus on the Telco porting the mobile number to ensure identity of the requestor 

by imposing massive fines for each instance of complaints or identity theft as a result of: 

─ Employee fraud including former employees whose access to critical systems may not 

have been removed in a timely manner, contractors, sub-contractors, franchisees 

and/or any other related party; 

─ Failure to establish identity of the requestor; 

─ Any other event or act by the telco in porting a mobile number that results in identity 

theft; 

o Legislate for all Telco’s to provide emergency identity theft contact facilities (contact phone 
number, website and email address) in conjunction with special facilities within State Police 

(misuse of such facilities to attract major penalties including fines and imprisonment). 

Furthermore produce service level agreements to ensure level of service provided by telco’s 
meets very high standards of customer service. For example: 

─ Telco to immediately provide new account and security details free of charge. 

─ If the Telco sends new security details to compromised phone then make the Telco liable 

for 5 times the losses incurred as a result. 

 Ensure banks have higher and tougher authentication standards as well as facilities other than 

the mobile phone. In fact as a consumer do not use your mobile phone to authenticate 

transactions. To be safe use software protection or a USB Protection (encryption) dongle; 

 Consumers must have app installed to allow tracking as well as remote-wipe of their mobile 

phone – make it compulsory. Banks already have their own apps with PIN’s on mobile phone 
platforms but these are not enough and can easily be bypassed using social engineering or 

requesting a new PIN or password from the bank. 

 Enforce tougher standards for storing personal features on mobile phones / smart devices (e.g. 

fingerprints, voice print, facial recognition), such as: 
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o Encryption in transit and at rest; 

o Data to be stored within Australian court’s jurisdiction; 
o Ownership of such features to remain the customer’s; 
o Customer to have the right of deleting such data on customer’s request (e.g. leaving provider) 

– the so called right ‘to forget’ – nothing to be stored in perpetuity; 

o No transmission unencrypted or offshore (outside jurisdiction) storage; 

 App stores, Email providers, social media companies or any company that uses an “account” like 
facility (Facebook, Twitter, Uber, Apple, etc…) must provide customer support for identity theft 
and must resolve customer identity theft issues within a specified reasonable period. For 

example: 

o 24 X 7 Identity Theft Support Phone Line (properly resourced to answer all calls within 10 – 

15 mins maximum); 

o Identity Theft Website and Email Contact with guaranteed turnaround times; 

o Duty to authenticate all customers properly; 

o Provision for serious penalties for anyone misusing such facilities; 

o Liaison between all these facilities and data with the police; 

 All companies that store personal details, use an account facility, provide credit and/or 

finance/loans, and or other financial services or products, such as Banks, Insurance Companies, 

Government Departments and other to provide the same facilities as in the above bullet point; 

 Force banks to track simultaneous parallel transactions or user access from different 

geographical areas and treat such events as potential fraud; 

 Make identity theft (or anyone impersonating another person or individual) penalties much 

higher e.g. automatic 10 year sentence / imprisonment (the idea is to make too risky for criminals 

to engage in such activities thus reducing the incidence of crime); 

 Fund a special branch or group within police working 24 X 7 against identity theft – with an 

automatic centralised database of reported incidents of identity theft (mobile phones, credit 

cards, bank account access, etc…) being collected in real time from all business and organisations 

(as described above) thus having an actual real record of all identity theft cases reported within a 

jurisdiction; 

o Ensure collaborations and data exchange between jurisdictions (e.g. Australian States?); 

o Duty/responsibility to nab the perpetrators wherever they show-up (tracking stolen mobile 

phones and/or other mobile connected smart devices); 

o Empower police or separate special agency to track down; 

o Government in conjunction with business to provide protection service as part of an Identity 

Theft insurance policy; 

 Onus on all organisations sending mail or storing addresses to validate or verify addresses 

against credit bureau, or other central Australia Post database. 

 Mail with incorrect addresses or addresses that do not exist to be automatically returned to 

sender from sorting – do not allow pick-up from Post Office.  

 Onus on all merchant’/retailers to retain credit cards, bank cards or any other cards (debit cards) 

declared as potentially compromised by providers (e.g. bank) and to send such cards to provider 

including notification to central police identity theft database; 


