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Research Briefing – ‘Is Your Business Ready For New Wave Cyber 

Fraud and Data Breach Regulations?’ 

 

Purpose  

• This research briefing aims to highlight how rapidly developing businesses and SMEs are 

increasingly at risk from cyber fraud as they are failing to develop adequate protection relative to 

the rate at which cyber fraud perpetrators are advancing. 

• New ‘Data Breach Reporting Guidelines’ come into effect on the 22nd of February.  Many 

businesses trading online are unaware and/or unprepared for the new guidelines and the steep 

penalties involved for failing to properly report a data breach. 

• This research briefing aims to outline how developing businesses and SMEs can better protect 

their operation by developing a cyber security team, starting with the foundation of a quality Chief 

Information Security Officer (CISO). 

 

Businesses are not prepared for Hackers or New Data Breach Guidelines  

Hackers 

• In 2017 as many as 1 in 4 Australians were targeted by hackers.   It’s estimated that 86 percent of 

identity fraud cases in Australia were enabled using the Internet.  (Equifax Report, Oct 2017 “one in four 

Australians (25%) now claimed to be a victim of identity theft or fraud”)  

• As more developing businesses and SMEs utilise online trade and establish virtual shop fronts, 

through sites like Amazon, hackers are provided with a virtual ‘one-stop-shop’ for potential targets 

who dump critical private information in one place as they ‘shop’.   

• Hackers are able to focus their efforts on one or two central business/trade sites, providing them 

with quick and easy access to personal information.  In the past, this would have been a far more 

time consuming task. 

• Identity theft has also come about as the result of consumer data stolen from major companies. 

In 2017 Uber, Verizon, Instagram, Equifax, Lynda.com, MySpace, Deloitte, and Yahoo among many 

others had consumers’ private data stolen or unlawfully used. 

• In Australia nearly 50,000 Australians and 5,000 public servants from Department of Finance, AEC 

and NDIS have had their data exposed as a result of a massive leak by a private contractor. 
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New Notifiable Data Breach Guidelines 

• According to the Office of the Australian Information Commissioner, from 22 February 2018, 

retail businesses with an annual turnover of $3 million or more, or that trade in personal 

information – that is receive personal account/credit card details etc - will be required to 

comply with the Notifiable Data Breaches (NDB) scheme. 

• Many businesses that conduct trade over the internet including the handling personal 

information including bank, credit card and even Paypal information, are not prepared for 

these new laws.  They often have no risk management/customer communication strategy in 

place should a data breach occur and more importantly, have not employed a professional 

information security office to manage their risk. 

• In 2017, Telstra released a cyber security report which highlighted that 59 percent of 

surveyed companies in Australia had detected a security breach on at least a monthly basis.  

This was matched by the number experiencing a ransomware attack (where by access to a 

businesses information is locked by a hacker and ransomed back).  According to the report 

over half of Australian organisations that experienced a ransomware attack paid the ransom. 

• Under the NDB scheme, businesses that meet the criteria must notify individuals affected by 

a data breach which is likely to result in ‘serious harm’ as well as informing the Australian 

Information Commissioner. 

• Failure to adequately report a data breach to the Federal Government and affected 

consumers will result in penalties under the Privacy Act.  These can include: 

- require the payment of compensation for damages; 

  

- civil penalties of up to or apply for civil penalty orders of up to $340,000 for individuals and        

up to $1.7 million for companies; and 

 

- seek an injunction regarding conduct that would contravene the Privacy Act. 

• Under the new guidelines, the term ‘serious harm’ appears deliberately ambiguous.  

According to the Office of Australian Information Commissioner the definition of ‘serious 

harm’ may include serious physical, psychological, emotional, financial, or reputational 

harm.  Specifically: 

“Understanding whether serious harm is likely or not will generally rely on an evaluation of the 

context of a data breach — including the types of personal information involved, who has access to 

it, whether the data breach can be contained, and more.”  OAIC, Data breach notification — A  guide to handling personal 

information security breaches. 

 

Hiring ‘Hackers’ is not a silver bullet to protect your business from cyber fraud.  

• There can be a temptation to buy into the Hollywood myth, that hiring a hacker is a coverall 

to protect a business operation from data breaches – hiring a thief to catch a thief.  
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• There are a number of problems with this model, the foremost being that simply because 

someone knows how to break into your systems, does not qualify them to protect your 

systems. 

 

• Developing businesses and SMEs often have multiple networks, dozens of end-point users 

(employees, contractors etc), mobile devices as well as hundreds of software applications.  

Locating, testing and protecting against specific weaknesses being exploited takes skill, time 

and resources. 

 

• Hackers have their place, however they need to be integrated into a successful Cyber 

Security team including a CISO, area managers, strategists, security engineers, security 

architects, analysists, specific technology experts and stakeholder communication 

professionals.  Hackers are used to ‘going it alone’.  If they are to be used, must have the 

ability to integrate into a team, led by a quality CISO. 

  

Building an information security team starts with recruiting a Chief Information 

Security Officer  

• The fundamental problem businesses face in recruiting a quality Chief Information Security 

Officer (CISO) is that there is limited consensus within the data security industry as to what 

qualifications and skill sets are required.  This leads to a wide variance in CISO job 

specifications.   

• The academic space has been flooded in recent years with a plethora of degrees and 

certifications in the cyber security space.  This has led to a ‘tick-the-box’ mentality among 

many businesses as they recruit for a quality CISO, often at the expense of searching for 

strategic, lateral thinkers and good team leaders. 

• In some cases, the expectations businesses have on what a CISO is and can actually deliver are 

quite unrealistic. Even an omnipotent deity would have difficulty meeting the CISO job 

specification requirements. 

Things to look for when recruiting a quality CISO: 

o Proven leadership qualities, skills and experience; 

o Ability to engage well with the Board, senior management and CEO; 

o A broad understanding of the full spectrum of technology used by business i.e. the 

entire technology stack for the organisation; 

o Around 20 years’ experience in technology leadership roles.  A quality CISO should 

have a high level of experience in: leadership/governance; technology/risk 

management; people management; 

o A high level of operational, ‘hands on’ experience - policy wonks, technology vendor 

account managers/sales managers, and consultants often don’t make good CISO’s as 

they don’t have operational experience.  

o Ability to achieve outcomes under pressure;  

o A proven ability to think strategically with regard to threats from cyber perpetrators 

and hackers e.g. ‘how do we leap-frog, out-think and outsmart attackers’ ‘how do we 
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stay one step ahead of them‘.  Key to this is the ability to integrate specific technology 

experts into a cyber security team.    

o Ability to exercise good judgement and prioritise – the rule of thumb for any CISO is 

that there is never enough resources and you never have the time to fix everything; 

o Capable of keeping pace and adapting to the dynamic rate of change in cyber 

technology; 

o Integrity and strong ethics are obviously key; 

• In an ideal situation all CISO’s should also be backed by: 

o A highly capable, and dedicated Deputy CISO; 

o The backing of the CEO; 

o Someone they are mentoring and building to take over their own role; and 

o Dedicated legal counsel. 

 


